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Abstract 
Pakistan has been subjected to severe fifth generation warfare by India. The 
release of the EU Disinfo Lab report, 'Indian Chronicles,' has brought some 
considerations under the limelight. These considerations are associated with 
Pakistan's ineffective response and compromised counter of media wars 
waged to discredit Pakistan and its foreign policies on international grounds. 
This report entails brief findings and delineates the role of state and non-state 
actors regarding their impact in fighting the hybrid wars. 
Keywords: 5G Warfare, Information Wars, Disinformation, Indian Chronicles 
 

Introduction 
Growing access to the internet and the free flow of information have altered 

how the masses perceive events and also increased their vulnerability to 

distorted understanding. Eventually, this access to information becomes a 

honeypot for the people and a playground for authorities to create influences 

that would harm the national interests of rival states or secure its own national 

interest. This is achieved by the bombardment of information and spreading 

disinformation to the extent that it becomes hard to distinguish from reality. 

This has made the internet a waterfall of content produced at an exceptional 

rate and simultaneously projected through numerous mediums. 

As states are progressing in their nuclear arsenal, diplomacy has taken new 

avenues. The information has been controlled and bombarded in such a 

manner that would keep the subjects of influence in a disarray of 

understanding. Such conditions make a perfect ground for progressing in 

ulterior motives and adopting diplomacy, violating morals and ethics of the 

internet at the global focal point. The terms disinformation and 

misinformation have surfaced by the advent of reports by EU Disinfo Lab. 
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Though these terms seem to be synonymous, they have separate applications. 

Disinformation majorly is defined as disseminating information with powerful 

rhetoric intended to inflict harm and is purposefully constructed. It is the most 

effective way of pursuing narrative wars. As far as misinformation is 

concerned, it is not created or circulated deliberately or intentionally to harm 

or mislead popularity. 

Recently the disclosure of 'Indian Chronicles,' the report on disinformation and 

malicious Indian network responsible for it, by EU Disinfo Lab has highlighted 

how certain states such as India are running networks disseminating absolutely 

false and fabricated content, presented as news and research reports, 

disrupting the realm of internet and minds, in order to protect their sinister 

and radical system of governance and at the same time portraying themselves 

as victims of their rival countries to induce worldwide sympathy for themselves 

and hatred for their rivals1. The EU Disinfo Lab has pointed out how these New 

Delhi backed groups have sponsored NGOs under the umbrella of inactive UN-

accredited NGOs. These NGOs have been involved in manipulating 

information, spreading disinformation, identity theft, and plagiarism. These 

NGOs produced fake news and false information that was eventually 

broadcasted and circulated through the internet and news channels. One such 

news agency that has come under the spotlight due to its enthusiasm in this 

field is Asian News International (ANI)2. Reports have disclosed their major 

contribution in spreading fake news constructed by these NGOs. There have 

been numerous such organizations serving their interests as directed by the 

 
1 EU DisinfoLab. “Indian Chronicles: Deep Dive into a 15-Year Operation Targeting the EU and 
UN to Serve Indian Interests.” Accessed January 13, 2021. 
https://www.disinfo.eu/publications/indian-chronicles-deep-dive-into-a-15-year-operation-
targeting-the-eu-and-un-to-serve-indian-interests/. 
 
2 “ANI Boosted Huge Global Network of Fake Media Websites: Study.” Accessed January 13, 
2021. https://www.thequint.com/news/webqoof/ani-srivastava-group-used-disinformation-
to-aid-government-study. 

https://www.disinfo.eu/publications/indian-chronicles-deep-dive-into-a-15-year-operation-targeting-the-eu-and-un-to-serve-indian-interests/
https://www.disinfo.eu/publications/indian-chronicles-deep-dive-into-a-15-year-operation-targeting-the-eu-and-un-to-serve-indian-interests/
https://www.thequint.com/news/webqoof/ani-srivastava-group-used-disinformation-to-aid-government-study
https://www.thequint.com/news/webqoof/ani-srivastava-group-used-disinformation-to-aid-government-study
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Indian regime, and their intensity has been growing every day. The report has 

revealed that the network sized up to 750+ fake media news channels, and it 

has been operating for the past fifteen years in about 116 countries with their 

prime objective; to discredit Pakistan globally, to spread negativity regarding 

Pakistan, and to spark dissent in local minorities of Pakistan with falsity and 

manipulation of events and incidents. The motive of these news agencies, 

including print media and electronic media, is observed to be coherent. 

Different covers and forums have been used to increase their credibility and 

lessen their vulnerability to exposure. 

Nevertheless, the report has disclosed the fake forums and channels that used 

European forums to influence the EU primarily3. Secondly, a European tag used 

by these groups improves credibility in the sight of the audience as well as 

provide cover to real motives. For instance, in the Indian chronicle case, the 

primary goal was to defame Pakistan and its international image, backed from 

Delhi but disguised as European and international institutes. Their impact has 

been global. The minority ethnic groups and religious groups of Pakistan 

residing in Europe and around the world are specifically targeted. One such 

platform is EP today, a fake European Parliament magazine active in Brussels 

since 20064. Eventually, what became obvious was the sponsorship of these 

fake media outlets, which created fake news and false media content, 

supported by reports from planted and fake research institutes reused by 

NGOs to circulate to spread narratives and were highlighted to influence 

opinions abroad. New Delhi-based Srivastava group and a collaborator with 

Women's Economic and Social Think-Tank, orchestrated MEPs' visit to 

 
3 “Pro-Indian ‘fake Websites Targeted Decision Makers in Europe’ - BBC News.” Accessed 
January 13, 2021. https://www.bbc.com/news/world-asia-india-50749764. 
4 Stolton, Samuel. “MEPs Duped by Manipulative Indian Disinformation Network.” 
Www.Euractiv.Com (blog), December 9, 2020. 
https://www.euractiv.com/section/digital/news/1pm-embargo-meps-duped-by-manipulative-
indian-disinformation-network/. 

https://www.bbc.com/news/world-asia-india-50749764
https://www.euractiv.com/section/digital/news/1pm-embargo-meps-duped-by-manipulative-indian-disinformation-network/
https://www.euractiv.com/section/digital/news/1pm-embargo-meps-duped-by-manipulative-indian-disinformation-network/
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Kashmir, surfaced the scene as the sponsors behind the majority of these 

networks poised to annihilate Pakistan's credibility internationally5. 

Pakistan has found itself in hot waters due to the onslaught perpetrated by 

these networks. It has always been the need of an hour for Pakistan to reassess 

its cybersecurity, technological capabilities and organize specialized 

departments to critically analyze such activities, especially those poised for the 

serious disgrace of Pakistan. Pakistan would have to increase its capacity to 

interpret disinformation on the international level and compose mechanisms 

to effectively counter such measures. This should also be kept in mind that 

such activities have to be addressed promptly. Concerning the context of the 

time, this should also be the objective that events that have already been 

apprehended as misinformation or disinformation should be countered in a 

timely manner, as their relevance to counter the impact fades over time. 

Through studies, it has become prominent that the collective role of all 

institutions within the state considerably contributes to the effective counter 

of potential threats to the national interests of a state. These institutions can 

be classified as under state and non-state actors. 

Nevertheless, the policies of the state are a major factor influencing the 

capabilities of the non-state actors. When considering the non-state actors, 

which include social media, print media, and electronic media, particularly play 

a major role in identifying and countering disinformation. Secondly, but not of 

any less importance, policy institutes and think tanks are of immense 

significance in supporting states' defense to vanguard its national interests and 

fight information war with the knowledge these institutions provide aligned 

with ground realities and context. Comparing Pakistan with other countries, 

 
5 Davis, Seana. “MEPs Go to Garden Party in Kashmir. What’s Really on the Menu?” euronews, 
November 1, 2019. https://www.euronews.com/2019/11/01/eu-parliamentarians-go-to-
garden-party-in-kashmir-what-s-really-on-the-menu-thecube. 
 

https://www.euronews.com/2019/11/01/eu-parliamentarians-go-to-garden-party-in-kashmir-what-s-really-on-the-menu-thecube
https://www.euronews.com/2019/11/01/eu-parliamentarians-go-to-garden-party-in-kashmir-what-s-really-on-the-menu-thecube
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including its allies and adversaries, it can easily be concluded that Pakistan has 

a serious deficiency concerning the institutions mentioned above. This 

statement may not relate to both when referring to the quantity but surely 

encompasses if these institutes are analyzed qualitatively. The role of media is 

instrumental in countering and pushing narratives. Considering think-tanks 

and policy institutes, they form an essential part of the media's information 

resource and create content and narratives that would secure the state's 

integral objectives. 

On the other hand, state actors, who have a role in managing sensitive 

information, such as diplomats, intelligence agencies, and public office 

holders, play a vital role in intercepting such fake news or pushing narratives 

internationally. Diplomats and intelligence agencies are obliged to cater to any 

activity that would compromise national interests, as well as take an offensive 

stance when they are to pursue or clarify their countries' position on the 

international level. Such a harsh view enhances the capability of better 

anticipation of events that may follow. Apart from incepting and interpreting 

information, diplomats and intelligence agencies play an elementary role in 

the appropriate and timely dissemination of information within the 

institutions of state relevant to the type of information or intel they have 

received and anticipated. This cumulatively enhances the influence of 

respective institutions and their departments; for instance, information from 

diplomats and intelligence agencies would help think tanks, who are observing 

the events from birds view, and journalist, who can further relate information 

to happening around the world, enhance the trajectory of future events. Public 

office folders dedicated to cybersecurity and debunking news should be 

provided with better mechanisms and efficient tools for addressing social and 

political information projected in the form of fake news. The state would have 

to reach out to technology firms to improve infrastructure for better 

cybersecurity while reassessing their cybersecurity policies. Pakistan should 

achieve mechanisms like Russia and China in countering and initiating 
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narratives, coherent to serve Pakistan's national interests and have effective 

counterintelligence for the cases such as 'Indian Chronicles.' 

Indian Chronicles 
EU Disinfo Lab is a non-governmental organization that is based in Brussel. The 

organization is dedicated to intercepting disinformation and fake news 

propaganda circulating the internet. This apprehension is further researched 

upon by using OSINT open-source intelligence, which is a technique that helps 

individuals to elaborate on their research by using information available on the 

internet6. This helps them discover traces, links, and personalities involved in 

propagating activities through the internet. Keeping in mind this technique 

does not require any formal instructions to be pursued; rather, internet 

literacy contributes to its efficient execution. It is unclear when the 

organization started its operations, but it might certainly be one of those 

institutions developed in 2016. The EU spawned a good number of think tanks 

and NGOs to counter the increasing Russian hybrid war targeting the EU and 

the US. These institutions later highlighted Russian interference with their 

thinktanks' support in England's exit from the European Union and US 

elections supporting Trump's victory7. 

EU Disinfo Lab has published a report recently8. The report has given a detailed 

account of the network that it has uncovered. The network is a web of NGOs, 

INGOs, social media networks, news channels, and a group of companies. 

When analyzed, this network was dedicated to attracting MEPs and UN-

 
6 EU DisinfoLab. “About Us.” Accessed January 13, 2021. https://www.disinfo.eu/about-us/. 
 
7 “Online Disinformation and the EU’s Response - Think Tank.” Accessed January 13, 2021. 
https://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS_ATA(2018)62
0230. 
8 EU DisinfoLab. “Indian Chronicles: Deep Dive into a 15-Year Operation Targeting the EU and 
UN to Serve Indian Interests.” Accessed January 13, 2021. 
https://www.disinfo.eu/publications/indian-chronicles-deep-dive-into-a-15-year-operation-
targeting-the-eu-and-un-to-serve-indian-interests/. 

https://www.disinfo.eu/about-us/
https://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS_ATA(2018)620230
https://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS_ATA(2018)620230
https://www.disinfo.eu/publications/indian-chronicles-deep-dive-into-a-15-year-operation-targeting-the-eu-and-un-to-serve-indian-interests/
https://www.disinfo.eu/publications/indian-chronicles-deep-dive-into-a-15-year-operation-targeting-the-eu-and-un-to-serve-indian-interests/
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accredited NGOs to common platforms and improving the credibility of 

information it would disseminate, simultaneously forming a solid cover for its 

operations. These organizations' ultimate motive was to discredit Pakistan in 

more than 116 countries using a network of 750+ fake media outlets, fake 

NGOs, and personality theft. The NGOs sponsored individuals to produce 

negative content to sabotage Pakistan's national security and its foreign policy 

stance over various matters. 

Moreover, they have also been projecting fake news in order to create dissent 

between Pakistan's minorities and the authorities9. The main players behind 

these networks can be traced to New Delhi. The entity responsible for direct 

funding of these groups is the Srivastava group based in Delhi and, along with 

the news agency, Asian News International (ANI), that disseminated fake news 

all around the globe while giving references of created content from NGOs and 

institutes mentioned before. The intention of these collaborations was to re-

infuse Indian sentiments in the masses and developed the anti-Pakistan and 

anti-Chinese approaches. Furthermore, it focused on the damaging reputation 

of India's rival countries and improved Indian narrative desensitization. This 

was to enhance Indian perception on international forums and acquire a soft 

image in EU and UN councils. This was achieved by sponsoring NGOs, 

humanitarian movements, and minority rights organizations. Such support 

helped authorities exploit these groups who were subsequently vulnerable to 

adopt and project Indian anti-Pakistan narratives. The activities of these NGOs 

and research from institutes were broadcasted by these news channels to 

falsely validate a gruesome image of Pakistan and her policies globally.  

 
9 Ibid. 
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Srivastava group was also responsible for facilitating the trip of MEPs to 

Kashmir10. The group has created media and press outlets that allow these 

MEP's to present their views and pursue their political motives without any 

scrutiny. Hence a lobby comprising of various MEPs is formed who are 

attracted to such honeypots11. Nevertheless, these MEPs had an unofficial 

visit, which was portrayed as an official visit to Kashmir to discuss and write 

opinion articles regarding the situation in Kashmir. Their opinion was biased 

and unauthorized as per the condition of their visit. Secondly, these MEPs 

already belong to the EU's far-right, thus carrying an anti-Muslim sentiment 

that was well violated by radical regimes and their accomplices Srivastava 

group. Adding more to their shame is a recent event when an Indian 

newspaper withdrew a story about a recent "visit" of Lisa Curtis, an aide to US 

President Donald Trump, to the Occupied Jammu and Kashmir following a 

rebuke from Ms. Curtis12. She rejected the happening of any such visit and that 

the pictures published by the newspaper were three years old. 

Srivastava group also established fake news and media outlets in Brussels to 

make them appear nonbiased13. But by the release of the report, its ulterior 

motives and links with the Indian administration have surfed clearly. 

 
10 The Wire. “Mysterious Entity Behind MEPs Kashmir Visit, Srivastava Group Has Little Public 
Presence.” Accessed January 13, 2021. https://thewire.in/government/kashmir-mep-visit-
srivastava-group-public-presence. 
11 “Intense Lobbying by Indian Diplomats Pays off - The Economic Times.” Accessed January 13, 
2021. https://economictimes.indiatimes.com/news/defence/intense-lobbying-by-indian-
diplomats-pays-off/articleshow/73790870.cms. 
12 Kashmir Media Service. “Indian Paper Removes Fake Story about US Diplomat’s ‘Visit’ to 
Kashmir Following Protest,” January 12, 2021. https://kmsnews.org/news/2021/01/12/indian-
paper-removes-fake-story-about-us-diplomats-visit-to-kashmir-following-protest/ 
13 Stolton, Samuel. “MEPs Duped by Manipulative Indian Disinformation Network.” 
Www.Euractiv.Com (blog), December 9, 2020. 
https://www.euractiv.com/section/digital/news/1pm-embargo-meps-duped-by-manipulative-
indian-disinformation-network/. 

https://thewire.in/government/kashmir-mep-visit-srivastava-group-public-presence
https://thewire.in/government/kashmir-mep-visit-srivastava-group-public-presence
https://economictimes.indiatimes.com/news/defence/intense-lobbying-by-indian-diplomats-pays-off/articleshow/73790870.cms
https://economictimes.indiatimes.com/news/defence/intense-lobbying-by-indian-diplomats-pays-off/articleshow/73790870.cms
https://kmsnews.org/news/2021/01/12/indian-paper-removes-fake-story-about-us-diplomats-visit-to-kashmir-following-protest/
https://kmsnews.org/news/2021/01/12/indian-paper-removes-fake-story-about-us-diplomats-visit-to-kashmir-following-protest/
https://www.euractiv.com/section/digital/news/1pm-embargo-meps-duped-by-manipulative-indian-disinformation-network/
https://www.euractiv.com/section/digital/news/1pm-embargo-meps-duped-by-manipulative-indian-disinformation-network/
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Media 
The role of media is instrumental in countering and creating a narrative—

especially state-owned broadcasting networks like Pakistan Television (PTV) 

can play a tremendous role in countering such activities. It makes up a moral 

binding and primary responsibility upon state-owned broadcasting networks 

to secure the interests and elaborate over the state's stance on its internal and 

external issues. Re-evaluation of content that is being broadcasted abroad 

would be necessary at this point. Since all channels of PTV are accessible 

through the internet to all the global audience, it is necessary to keep a good 

check on such channels. TV Channels that are viewed most and those 

dedicated to news should focus on allocating good quantity and quality of their 

airtime in countering the anti-Pakistan narrative and clarifying its stance on 

international issues as well as national issues. 

Pakistan's media has fallen short firstly in intercepting fake news and then 

promptly responding to counter it, which in fact contradict the journalists' 

work ethic. An example, if any, can be the recent Disinfo Lab report. The 

response, at least on Twitter and national media, from the Pakistani 

journalists, is not up to mark. Very few have reported it through their Twitter 

accounts, and almost none has followed put with appropriate responses on 

the issue. 

Qualitative analysis of what has been broadcasted to popularity locally, 

regarding Indian Chronicles, proves that there is still a lot of room for 

discussing this essential matter, and proper perception of Pakistanis in this 

regard to be achieved, especially those who are living abroad where such 

campaigns to disregard Pakistan are being held. 

Media should enhance research and elaborate through its channels on the 

previous findings that were highlighted regarding the Indian campaigns of 

discrediting Pakistan internationally and bending hatred towards Pakistan.  
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National broadcasting networks and news channels should be established 

internationally. Their content should be re-evaluated according to the regional 

activity rather than giving more time to discuss Pakistan's domestic issues, 

relevant to the viewership. Considering the number of news channels in 

Pakistan and abroad is very few compared to countries that are its adversaries. 

However, this does not directly imply that there should be a competitive 

number. It sure affects the audiences who are under constant fire of narrative 

wars, comprised mediums for narrative building and straightening audiences 

with states national positions on domestic and international matters would 

undoubtedly be compromised. Comparing the states, Pakistan lags behind its 

counterpart, India, in the number of internationally broadcasted TV channels. 

Pakistan lacks state-owned media regarding popularity and credibility. This 

should be a point that can be enhanced in countering narratives, which is a 

prime agenda of state-owned news channels. 

It would be appropriate if the opinion programs broadcasted in regions like the 

EU are more narrative and counter-narrative oriented, consistent with that 

region's contemporary issues. These media constraints could be due to a lack 

of information from diplomats to pursue enough details for credit 

broadcasting.  

Thinktanks and Policy Institutes 
Lack of state recognition to think tanks and policy institutes leads to 

compromised research, undirected statistics, and misleading apprehension of 

events. The state has a multidimensional audience to target; it has to influence 

multiple national and international groups. At some levels, a credibility mark 

is required with the information being disseminated. For this purpose, the 

recognized research institutes would help in increasing the credibility of 
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narrative-building information14. In this way, the channeling of information to 

respective audiences would be achieved adequately. 

With evolving diplomacy and global factors like nuclear deterrence, policy 

institutes have become an essential part of the state's policy regarding its 

national and international issues. Policy institutes and think tanks can improve 

the governance of a state. It can serve as a watchdog on behalf of the 

government for multiple issues that may arise simultaneously. Policy institutes 

potentially enhance the capacity of the state to anticipate events and 

shortcomings that may be encountered15. It is not just limited to this extent. 

Rather, the government's stance about the events can be critically analyzed, 

and optimum actions can be taken. Think-tanks are knowledge hubs, and their 

extensive study can produce important information for policy institutes to 

process. This simply implies that these institutions should be on the same page 

first, and their best interests should be invested in securing national interests, 

especially those which are political and social in nature of their research. States 

that are at the pinnacle of the use of soft power and public diplomacy can 

easily be traced through their number of thinktanks and policy institutes. It has 

been recorded that with the increasing influence of Russian diplomacy, there 

were several thinktanks and policy institutes, most of them as watchdogs that 

the Western countries had to establish in order to apprehend and 

subsequently disseminate counter-narratives. It becomes evident when 

analyzing Russian soft power in Europe in 2016, think tanks and policy 

 
14 “What Are Think Tanks Good for? - United Nations University Centre for Policy Research.” 
Accessed January 13, 2021. https://cpr.unu.edu/what-are-think-tanks-good-for.html 
15 “Think Tanks and Strategic Policy-Making: The Contribution of Think Tanks to Policy Advisory 
Systems | SpringerLink.” Accessed January 13, 2021. 
https://link.springer.com/article/10.1007/s11077-016-9246-0. 

https://cpr.unu.edu/what-are-think-tanks-good-for.html
https://link.springer.com/article/10.1007/s11077-016-9246-0
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organizations had a credible role in policy formulations and pointing out 

Russia's role in US elections and the UK's exit from EU16. 

Similarly, such contribution was from a Brookings institute expert Leo 

Pasvolsky; his policymaking efforts were instrumental in reshaping Europe 

after World War II17. He brought forward policy recommendations that laid the 

foundation for the Marshal plan. Another example of such influences through 

policy institutes is the CIGI center for international governance and innovation, 

which proposed the reformation of the G8 system, which helped create the 

G20 leaders' group18. 

Some of the already existing think tanks and policy institutions in Pakistan have 

also proved inefficient in their own work. For example, an institute recently 

recognized among the top 20 research institutes globally, the Pakistan Institute 

of International Affairs, is not functioning up to the mark and not producing 

any publications lately regarding the current political issues at international 

and national levels19. 

What deserves potential attention is the 2014 Global Go to Think Tank Index 

Report, which had 211 thinktanks from south Asia20. Amongst the 211, there 

were 192 Indian thinktanks while Pakistan only had 19. This is exponentially 

 
16 “Online Disinformation and the EU’s Response - Think Tank.” Accessed January 13, 2021. 
https://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS_ATA(2018)62
0230 
17 “What Are Think Tanks Good for? - United Nations University Centre for Policy Research.” 
Accessed January 13, 2021. https://cpr.unu.edu/what-are-think-tanks-good-for.html 
18 “The Evolving G8 and Emerging G20 | Centre for International Governance Innovation.” 
Accessed January 13, 2021. https://www.cigionline.org/articles/evolving-g8-and-emerging-g20 
19 “‘2019 Global Go To Think Tank Index Report’ by James G. McGann.” Accessed January 13, 
2021. https://repository.upenn.edu/think_tanks/17/. 
20 “‘2014 Global Go To Think Tank Index Report’ by James G. McGann.” Accessed January 13, 
2021. https://repository.upenn.edu/think_tanks/8/. 

https://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS_ATA(2018)620230
https://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS_ATA(2018)620230
https://cpr.unu.edu/what-are-think-tanks-good-for.html
https://www.cigionline.org/articles/evolving-g8-and-emerging-g20
https://repository.upenn.edu/think_tanks/17/
https://repository.upenn.edu/think_tanks/8/
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lower than Pakistan's adversary, from which Pakistan has received most of its 

defaming and distortion of its national and international stances. 

Think tanks can be understood as a niche between academia and policymakers 

and between media and academia. Their role as a major contributor of 

providing diverse information on national and international opinions and 

narratives with credible stats improve the worldview of policy institutes, 

elevating them to bird's eye view to achieve impactful narratives and policies 

with long term benefits. It should remain clear that these organizations are 

dependent on funds and financial assistance. Moreover, they are also reliant 

on access to information, secondary as well as primary, which can only be 

facilitated by the state's involvement through its intelligence and diplomatic 

ties and improved technological infrastructure. 

Diplomats, Intelligence Agencies, and Public Office Holders 
Diplomats and Intelligence Agencies have an essential role in monitoring the 

information of the region they are delegated. There seems to be a lack on their 

behalf regarding the inappropriate and untimely apprehension of 

disinformation circulated. Diplomats in the regions should have strong 

diplomatic channels to acquire detailed information and anticipate the 

trajectory of events. The gap between these diplomats and media journalists 

should be minimized for the timely circulation and validation of news and 

forming better counter-narratives on issues that can compromise the national 

interests. Similarly, a detailed flow of information also depends upon 

consistent intelligence reports. These reports should reach diplomats and 

respective research institutes for further analysis, anticipation, and 

policymaking. There is a considerable lack in such anticipation of events or at 

least possibilities of their occurrences. One such major lacking was seen in 
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revoking article 370 and subsequently article 35A, which caught Pakistan by 

surprise21. 

Diplomats need to establish relations and contacts with international 

institutions and watchdogs to formulate joint ventures to counter 

disinformation and generating prompt response to counter the disinformation 

on popular and news media. The joint intelligence venture with China 

concerning CPEC has been accomplishing this task and benefiting Chinese and 

Pakistan's interests in the region22. 

Political figures should be more media-literate. Media awareness not only 

includes how the press and news media are addressed but also how the news 

that are encountered cross-checked for their credibility. Reliance on social 

media news has increased lately. Even the public office holders as high as the 

prime minister relies on social media, though these platforms are easily 

manipulated to spread disinformation. Examples of such instances include the 

recent tweet of the Minister for Human Rights, Shireen Mazari, over a piece of 

fake news regarding the French president's statement. She tweeted, "Macron 

is doing to Muslims what the Nazis did to the Jews - Muslim children will get 

ID numbers (other children won't) just as Jews were forced to wear the yellow 

star on their clothing for identification." This event was ridiculed nationally, 

and she had to take the tweet down23.  

Another incident involved Khawaja Asif; while he was the foreign minister, he 

responded to a fake news agency's statement stating that Israel will execute a 

 
21 Sareen, Sushant. “Pakistan Punched by India’s Article 370 Move.” ORF. Accessed January 13, 
2021. https://www.orfonline.org/research/pakistan-punched-by-indias-article-370-move-
54261/. 
22 “Joint Consultation Mechanism (JCM) on CPEC - CSPR.” Accessed January 13, 2021. 
https://cspr.pk/joint-consultation-mechanism-jcm-on-cpec/. 
23 Reuters. “Mazari Deletes Tweet Containing Macron Nazi Jibe after News Website Issues 
Correction.” DAWN.COM, November 22, 2020. https://www.dawn.com/news/1591774. 

https://www.orfonline.org/research/pakistan-punched-by-indias-article-370-move-54261/
https://www.orfonline.org/research/pakistan-punched-by-indias-article-370-move-54261/
https://cspr.pk/joint-consultation-mechanism-jcm-on-cpec/
https://www.dawn.com/news/1591774
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nuclear attack if Pakistan intervenes militarily in Syria. In response, he tweeted, 

claiming that Pakistan is also a nuclear power24. Later, Israel's ministry of 

defense tweeted, saying that the news is fake and forged. 

Not long ago, Pakistani diplomat Maliha Lodhi showed the picture of a girl, a 

victim of atrocities, in a UN program that she claimed belonged to Kashmir. 

However, it turned out that the photograph was from Palestine25. 

Intelligence agencies have been focusing on influencing campaigns as one of 

their agendas with the growing nuclear capabilities of their respective 

countries. Though propaganda wars are state-sponsored, intelligence 

agencies, with their networks and covert activities, have the first encounter of 

the ground realities and weaknesses of their adversaries that can be used to 

create an influence and pursue national interest within foreign borders. This 

information can be channeled through diplomats and further to state think 

tanks and policymakers. Smooth streaming of such information cycles 

increases the timeliness and flow for an effective counter. 

The Role of State 
State's policies directly affect the actors mentioned above. Its policies affect 

institutions' capacity dedicated to countering and intercepting information 

amid increasing fifth-generation warfare. These institutions particularly rely on 

the state's logistic and intelligence support for the effectiveness of their 

endeavors. 

 
24 “Reading Fake News, Pakistani Minister Directs Nuclear Threat at Israel - The New York 
Times.” Accessed January 13, 2021. 
https://www.nytimes.com/2016/12/24/world/asia/pakistan-israel-khawaja-asif-fake-news-
nuclear.html. 
25 “Kashmir Fake Photo: Fallout from the UN Speech by Pakistan’s Maleeha Lodhi - BBC News.” 
Accessed January 13, 2021. https://www.bbc.com/news/world-asia-41427929. 

https://www.nytimes.com/2016/12/24/world/asia/pakistan-israel-khawaja-asif-fake-news-nuclear.html
https://www.nytimes.com/2016/12/24/world/asia/pakistan-israel-khawaja-asif-fake-news-nuclear.html
https://www.bbc.com/news/world-asia-41427929
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The state's stance should be offensive in countering disinformation. 

Disinformation is most effective when society is polarized and adopt attitudes 

and information that is already supporting their predispositions26. The most 

effective polarization can be achieved by fueling ethnic and religious 

differences in an ethnically diverse region. It is not just Pakistan that is 

vulnerable to such polarization; its rival state is at the same risk. 

The Government of Pakistan is currently running a Twitter handle called 

FakeNewsBuster, which is being administered by the Ministry of Information 

and Broadcasting27. This official forum is publicly accessible, dedicated to 

debunking fake news and disinformation. This Twitter handle needs to be 

brought to the limelight and officially circulated through social media by 

government officials. Findings from such endowments should be broadcasted 

with a dedicated time at the national and international levels. This forum 

should also be made functional, as it has not been updating content regularly. 

The functionality is as low as only one or two news are debunked in a month. 

Various research studies28 and the general response to the EU Disinfo Lab 

report by the local journalists lately have highlighted that the number of active 

policy providers and researchers is considerably few compared to the need for 

policymaking in Pakistan, and the number of research institutes operating in 

its counterpart India. India has the second-largest number of think tanks and 

policy institutes, with a total number of 509 in 2018, in the world, the first 

 
26 Azzimonti, Marina, and Marcos Fernandes. “Social Media Networks, Fake News, and 
Polarization.” Cambridge, MA: National Bureau of Economic Research, March 2018. 
https://doi.org/10.3386/w24462.  
27 FakeNewsBusterMoIB (@FakeNews_Buster) / Twitter.” Accessed January 13, 2021. 
https://twitter.com/FakeNews_Buster. 
28 Naveed, Arif, and Abid Q. Suleri. “Making ‘Impact Factor’ Impactful: Universities, Think Tanks 
and Policy Research in Pakistan,”. Think Tank Initiative. 2015. 
https://researchportal.bath.ac.uk/en/publications/making-impact-factor-impactful-
universities-think-tanks-and-polic. 

https://doi.org/10.3386/w24462
https://twitter.com/FakeNews_Buster
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being the US and third China29. Among these institutes, what can be noticed is 

that most of them are related to politics and international relations, and 

among those are institutes that are dedicated to India's foreign policy about 

Pakistan and analysis of its geopolitics30. 

Due to the considerably low number of such institutes and their recognition in 

Pakistan, there has been a shortage of intelligent minds pursuing relevant 

academic fields to improve policy-oriented research and strategic activities in 

such institutes. The considerably low number of such individuals seriously 

undermines Pakistan's capacity to cope up with hybrid wars. 

State and state-directed sponsorship from different organizations become the 

lifeline of these research institutions. The state's involvement through 

institutions like universities and educational departments would bridge the 

gap between academia and policy institutes. Financial funding through these 

departments would benefit thinktanks and policy institutes. Secondly, policy 

institutes could benefit from skilled, fresh minds coming from academic 

institutes.  

Tools available for countering information should also be introduced in 

different governmental sectors under the information ministry's control. Such 

tools include exclusive and public software. This also implies that the state can 

reach out to improve technological infrastructure to provide better 

accessibility and facilitate research-based activities. These partnerships with IT 

institutes and technology firms are very important as not all mediums that 

spreading disinformation are in direct control of the state. This partnership will 

help the state reach out to such organizations to improve their technology, cut 

 
29 “ORF Ranks 27th on Global Go To Think Tank Index Report | Business Standard News.” 
Accessed January 13, 2021. https://www.business-standard.com/article/pti-stories/orf-ranks-
27th-on-global-go-to-think-tank-index-report-120013000600_1.html. 
30 Bhatnagar, Stuti. “Foreign Policy Think Tanks: Challenging or Building Consensus on India’s 
Pakistan Policy?,” 2017. 

https://www.business-standard.com/article/pti-stories/orf-ranks-27th-on-global-go-to-think-tank-index-report-120013000600_1.html
https://www.business-standard.com/article/pti-stories/orf-ranks-27th-on-global-go-to-think-tank-index-report-120013000600_1.html
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off the spread of disinformation, and influence other firms or social media 

channels to bring such activities down. Moreover, technological firms have a 

unique insight regarding the operations of such channels. With their help, the 

state can devise better ways of spreading and disrupting information 

simultaneously. 

Government-owned and sponsored institutes can become the backbone of 

policymaking and appropriate interception of world affairs31. Their direct link 

with firsthand information and a strong communication network within 

governmental organizations and departments increases their efficiency and 

makes them more effective in anticipation. These organizations have the 

potential to encompass vast spheres of popularity and the point of view 

prevailing nationally and internationally. This ability gives them an edge and 

credibility to their contribution to national policymaking. Support of such 

organizations would provide the government with swift, clear, and direct 

intervention in appropriate circumstances and their spokespersons to bring 

forward reliable research, falsities, and the truth to its concerned audiences. 

Conclusion 
Recent developments in Pakistan in collaboration with China and its growing 

nuclear arsenal have brought Pakistan under serious threat of hybrid warfare. 

These threats are simultaneously increasing with increasing Pak-China 

relationships. This strong alliance in South Asia is seriously undermining India's 

national interest in the region. US's withdrawal plan from Afghanistan has 

enhanced India's concern as she may be on the verge of losing a strong 

strategic ally in the region. To counter that, India is not letting any avenue be 

overlooked. India has marvelously advanced in its propaganda war and 

information manipulation campaign to safeguard its own national interests. 

Masterpieces of its endeavors to discredit Pakistan, which is its primary 

 
31 McGann, James G. The Fifth Estate: Think Tanks, Public Policy, and Governance. Brookings 
Institution Press, 2016. https://www.jstor.org/stable/10.7864/j.ctt1gpccjc. 
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punchline to keep the political status quo in control, has recently been 

uncovered by the Disinfo Lab Report. The findings have shown direct links of 

groups, like Srivastava and media channels like Asian news International, with 

Indian authorities and intelligence agencies. The network can easily be traced 

to state-sponsored propaganda to sabotage Pakistan's international image in 

international forums like UN and EU councils to bend their perception and 

create a lobby with a soft image of India. This would help India gather favorable 

opinions on its conflicts with states and make a cover for its violation of human 

rights and mishandled issues. 

The disclosure of the report has directed attention to what would imply for 

Pakistan here onwards. Pakistan would have to consider the role of certain 

actors that would enhance Pakistan's position to handle such campaigns of 

disinformation and international disregard. This should be kept in mind that 

most of the disinformation and fake news is related to the minority groups 

residing in Pakistan and their internal issues.  

Media, in most cases, forms the front line of any information war. This makes 

media networks more able to come across information as well as their moral 

binding to investigate the authenticity of any news. Operating from Pakistan 

and having rightful leverage of media liberty, they should also be vigilant of 

any such information that is clearly fake. At the same time, they should be 

obliged to debunk it and clarify the truth. 

Greater responsibility lies on state-operated broadcasting networks. These 

networks not only work on their firsthand findings by journalists but also 

intelligence tips from agencies. Their capacity to counter disinformation and 

producing timely and precise responses to address the issues should not be 

compromised. Stats have shown that Pakistan has considerably fewer state-

owned broadcasting units as compared to Indian. This compromise encircles 

both the quality of content and the airtime dedicated for countering narrative 
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and narrative building abroad. The broadcasted programs show a lack of focus 

of the teams behind a projection on undermining the narrative exploitation of 

its adversaries. There should be a smooth flow of information through the 

system of debunking news. This includes information flowing from the 

diplomats and intelligence agencies to media channels and media's findings to 

these government institutions to better perceive and anticipate events.  

Similarly, thinktanks and policy institutes play a fundamental role in 

information production and provide research-based, credible solutions to 

problems that may arise. They bridge the gap between academia and 

mainstream issues by analyzing prevailing narratives and opinions. Moreover, 

they have a potentially high capacity to reach out to facts and truths which 

might be ignored as they do not reflect a direct link to the ongoing policy 

matters. Think tanks provide governments and policy institutes with a bird's 

eye view, widening their scope to create effective and timely opportunities for 

different state departments to act upon, especially which require a timely 

response with a precise narrative building. 

The role of state actors is especially important. They are the source of firsthand 

information. Diplomats and intelligence agencies are first to grasp ground 

realities. The information then flows to upper-level state departments, media, 

policymakers matter tremendously. Not just the flow of information but also 

anticipation and timely interception is of immense importance. Diplomats 

must be vigilant of the happenings on social media and the regions where they 

are delegated. 

State sponsorship is very important for the policy institutes and thinktanks to 

work. They can increase the state's sphere of influence internationally. The real 

effectiveness of these institutes lies in the recognition and then designing a 

timely counterstrategy with the content that would facilitate the anti-narrative 

to prevail.  
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There is a serious need for the government to establish formal social media 

platforms to secure its audience from misleading information being circulated. 

These social media networks would timely debunk the news before it goes 

viral. By exposing and promptly providing them with the truth, that is coming 

from the state-recognized channel would have more credibility in the sight of 

the general population. Access to such social media handles would lower the 

chance of any disinformation to gain potential grounds. What has been 

mentioned above can be cumulatively improved by enhancing technological 

infrastructure and media literacy of both public offices and the general 

population. 


